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1	Decision/action requested
This contribution discusses ngKSI inclusion in EAP-AKA’ authentication messages. 
2	References
[1]	S3-182393 - CR for ngKSI. 
[2]	
3	Rationale
ngKSI is generated when the AMF receives Kamf from SEAF before Auth-Request is sent to the UE (TS 33.502, message 5, Figure 6.1.3.2.1).  The purpose of ngKSI is to identify a security context.  ngKSI is associated with Ck/Ik security anchor which is calculated by AUSF/AuC at the time when it provides the Aka Challenge. The same “anchor” Ck/Ik is calculated in the UE/USIM when it calculates the Auth Response.  
In 5G-AKA, there is only one authentication-related message between SEAF and UE. Therefore, there is only one option to send ngSKI to UE as soon as Kamf is known to SEAF.  However, In EAP-AKA’, there are few authentication messages exchanged between UE and AMF before the AMF receives Kamf from the SEAF in Authentication-Response (TS 33.501, message 10, Figure  6.1.3.1-1).  
Observation 1 : Both RFC 4187 [2] (EAP-AKA) and RFC 5448 [3] (EAP-AKA') indicate that the peer (the UE), starts creating the security context upon receiving EAP-Request/AKA-Challenge. It is logical that when one creates a security context, that created security context is identifiable by some means.
· When UE receives EAP-REQUEST/AKA-Challenge, UE creates*partial* security context. At this point, partial security context needs to be identified by some programming means until the network provides an identifier.
Observation 2: In all the generations of mobile systems designed under 3GPP, when the Network challenges the mobile at the start of the authentication procedure, the identifier of the set of security keys resulting from the challenge is also indicated to the mobile at the time of initiating such challenges.
Observation 3: We observe that it cannot be a security risk to provide ngKSI in the AUTHENTICATION REQUEST / EAP Request, as ngKSI is already provided in AUTHENTICATION REQUEST when 5G AKA is used.
Observation 4: in 5G AKA, ngKSI is sent to the UE in the first authentication-request message to the UE.  Therefore, not having ngKSI in the first authentication-request in EAP-AKA’ creates implementation inconsistency in UE and creates a protocol signaling issue in that ngKSI in AUTHENTICATION REQUEST is defined as a mandatory information element.
Observation 5: Without knowing the identifier of the key set before SECURITY MODE COMMAND, the UE cannot know which set of security keys the network wants to bring into play in SECURITY MODE COMMAND	
Observation 6: Ambiguity leading to improper system functioning occurs when there are more than one set of security keys, and either side is not aware of all the identifiers of these sets of security keys.
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4	Detailed proposal
 We propose that SA3 adopt the modification as captured in S3-182393 for the normative specification for Rel-15 TS 33.501 and inform CT1 of SA3 decision on the updates to EAP-AKA`.


